NHOOPMAIIMOHHASA TAMSATKA
JJIA OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O©PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXxIpIM TOJOM MOJIOJCKUA B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a MIKOJBHUKU OJHU U3
CaMbIX AaKTUBHBIX ITOJb30BaTenedl Pynera. Mexay TeM, NOMHUMO OrPOMHOIO KOJMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECeT M MpoOieMbl. DTa maMATKa JIOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CECTH.

KomnbrorepHbie BUpPYyChI

KoMnbroTepHblii BUPYC - 3TO pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOTPAMM, OTIUYUTEIHHON
OCOOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue Kk sToMmy,
BUPYCbl MOTYT TOBPEIUTh WM TIOJHOCTBIO YHHUYTOXUTH Bce (aillbl U JaHHBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)XxeHHasi Iporpamma,
a TaKKe MOBPEAUTh WINM JaK€ YHHUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHU (Qailiamu B
1enoM. B 6obIInHCTBE CiTydaeB pacpOCTPaHAIOTCS BUPYChl Ye€pe3 UHTEPHET.

MGTO)II)I 3alIMTBI OT BPECAOHOCHBIX IMPOTrpaMM:

1. Ucnonb3yil COBpEMEHHBIE OIEPAMOHHBIE CUCTEMBI, MMEIOIIHE CEPhE3HBIN YPOBEHD
3alIUThI OT BPEIOHOCHBIX TPOTPAMM;

2. IlocrossHHO ycTaHaBnmuBai madtu (IUGPOBBHIE 3aIlIaTKHA, KOTOPHIE aBTOMATHYECKH
YCTaHABIWBAIOTCS C IIEJIbI0 JOpPA0OTKHM TPOTpaMMbl) H JpyrHe OOHOBJICHHS CBOCH
omnepanroHHoON cucteMbl. CkaunBai UX TOJIBKO ¢ oduimanbHOro caita pazpaborunka OC. Eciamn
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOE€M KOMIIBIOTEPE TOJI MpaBaMH IOJH30BATENsA, a HE aIMHUHUCTpaTOpa.
OTO HEe MO3BOJHUT OOJIBIIUHCTBY BPEJOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCS HA TBOEM
MePCOHATBHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBHPYCHBIC HPOrPaMMHBIC MPOJYKThI HM3BECTHBIX MPOU3BOIAMTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb pU3NUECKUNA JOCTYII K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHENIHWE HOCUTENU WH(MOpMalnuU, Takue Kak duiemika, TucKk uiu (ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He OTKpLIBaﬁ KOMIIBIOTCPHBIC (1)a171m>1, IMOJIYYCHHBIC U3 HCHAJIC’KHBIX NCTOYHUKOB. I[a;xe
TC (baﬁﬂbl, KOTOPLBIC ITPUCIIAlI TBOW 3HAKOMBIH. qume YTOYHH Yy HEI'0, OTIIPABJIAI JIX OH TeOe ux.

Cern WI-FI

Wi-Fi - 910 He BHJ nepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETro JIHIIb OpeH 1, Mapka. Eie B
1991 rony Huzepnanjackas kommnanus 3apeructpupoBana Openn "WECA", uro o6Go3Hayano
cnoBocoueranue "Wireless Fidelity", kotopsrit nepeBoautest kak "OecrnpoBoaHast TOYHOCTD".

Jlo Hamero BpeMeHM Jouuia Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakOW ke
TexHoyoruei. Iro abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTaHIApT
BBICIIEH 3ByKOBOM TexHuKHU Hi-Fi, uTo B mepeBojie 03HavaeT "BbICOKast TOUHOCTB".



Ja, OecruiaTHBIH MHTEPHET-IOCTYH B Kade, OTENnsX M a’dponoprax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJ[a B MHTEpPHET. HO MHOTHE 3KCIIEepThI CUUTAIOT, 4TO 00menoctynubie Wi-
Fi cetn He sBistOTCS GE30MACHBIMHU.

CoBetsl 110 Oe30macHOCTH paboThl B 00menocTynHbIx cetsix Wi-fi:

1. He mepenaBaii cBoro jmuHyro HHpopMmanuio uepe3 oodmiemoctynusie Wi-Fi cern.
Pa60Ta$1 B HHUX, KXCJIAaTCJIbHO HC BBOAWUTH MMApPOJIKM AOCTYyIIA, JIOTHUHBI U KAKHMC-TO HOMEPA,

2. Vcnonb3yih U OOHOBISAN aHTUBUPYCHBIE IporpaMmbl U Opanamayep. TeM caMbIM Tbl
oOe3omacuIb ce0st OT 3aKa4YKK BUPYyCa Ha TBOE YCTPOMCTBO;

3. Tlpu wucnonszoBanun Wi-Fi oTkmoun ¢yHkiuro "OOmmit goctynm K QaiiaMm U
npuHtepam". JlanHas (QyHKIuUS 3aKpbITa 1O YMOJIYAHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENN
aKTUBUPYIOT €€ JyIsl y100CTBa UCIO0JIb30BaHUs B paboTe uin yuebe;

4. He ucnonb3yit nyommunbii WI-FI s nmepenaun nUYHBIX JaHHBIX, HampuMmep Ui
BBIXOJIa B COI[HAJIbHBIE CETU WU B AJIEKTPOHHYIO MIOUTY;

5. Wcnonp3yii TOJIbKO 3ammiieHHoe coenuHenune depe3 HTTPS, a we HTTP, t.e. mpu
Habope BeO-aapeca BBoau umeHHo "https://™;

6. B MmoOmisHOM Tenedone otkmoun Gynkuuio "[loakmrouenne k Wi-Fi aBromaruuecku'.
He nomyckait aBToMaTH4ecKOro MmoJIKIIo4eH st ycTpoiictBa k cetsm Wi-Fi 6e3 TBoero coriacusi.

CounajnHble CeTH

ConuanbHble CETH aKTUBHO BXOJAT B Hally >KW3Hb, MHOTHE JIIOJU pabOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MUIUTHAP] YEIOBEK, YTO SIBJISCTCS OIHOM
celbMOM BceX KHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNd HE MOHUMAIOT, YTO WH(popMaius,
pa3MelieHHas UMU B COIIMANIbHBIX CETSAX, MOKET ObITh HalZIeHa U HUCIIOJIb30BaHa KEM YrOJHO, B
TOM 4HcJIe He 0053aTeNbHO ¢ OJIaruMHU HAMEPEHUSIMH.

OCHOBHEIE COBETHI 110 0E€30IIaCHOCTH B CoHaJIbHBIX CETAX:

1. Orpanuub cHucOoK Apy3ed. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh CIy4yalWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 33H.[HH.IEII>1 CBOIO YaCTHYIO KHU3Hb. He YKaSLIBaﬁ mapoJiu, Teﬂe(l)OHBI, aZpeca, 1aTty TBOCTO
POXACHUA U APYT'YHO JIMYHYIO I/IH(1)OpMaI_II/IIO. 3J'IOYMLII_HJ'ICHHI/IKI/I MOTr'yT HCIIOJIB30BAThb HaKC
I/IH(bOpMaI_II/IIO 0 TOM, KaK Tbl U TBOHU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KAaHUKYJIbI;

3. Bamuiail cBOIO penyTaluio - IepKHU €e B YUCTOTE U 3a/aBail cebe BOMpOC: XOTen Obl
ThI, YTOOBI JAPYyrUe MOJIH30BATENN BUACTH, YTO ThI 3arpyxkaenisb? [logymaii, npexae 4yem 4To-To
OMyONMMKOBATh, HAMKICATDh U 3aTPY3UTh;

4. Ecau Thl roBopuiib € JKOAbMH, KOTOPBIX HEC 3HACIIb, HE I/ICHOJ'IB3YI71 CBOC pPCAJIbHOC UM
" JPpYTI'yIO JJUYHYHRO I/IH(i)OpMaI_II/II/II HMs, MCCTO KHUTCIILCTBA, MCCTO y‘le6H " 1Ipouce;

5. U3Gerait pasmenienus gortorpaduit B IHTEepHEeTE, IAe Thl H300paXKeH Ha MECTHOCTH, 110
KOTOPOU MOYHO OIPEAEINUTE TBOE MECTOIIOJIOKECHHUE;

6. HpI/I perucTpanu B COIIMAILHOM CeTHu HGOGXO,Z[I/IMO HCIIOJIB30BATh CJIOKHBIC TIApOJIH,
COCTOAIIUEC U3 6y'KB u I_II/I(I)p M C KOJIMYCCTBOM 3HAKOB HC MCHECC 8;



7. nst conuanbHOM CEeTH, MOYTHI U JIPYTHX CAMTOB HEOOXOJMMO HCIOIB30BaTh Pa3HbBIC
naposn. Toraa ecnu Te0s B3710MAIOT, TO 3JIOYMBIIIJICHHUKH MOJYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IEHbTH

DONEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIH CHOCOO IUIaTeXeH, OJHAKO CYLIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT NOJIYYUTH O3TU ACHBLI'U.

SJIGKTpOHHI)Ie JCHbI' MOABUIINCH COBCEM HCAABHO W HMMCHHO H3-3a 3TOT'O BO MHOI'UX
rocyaapCrBax 40 CHUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHUPYIOT U O HUX Y€ MPOIMKCAHO B 3aKOHE, TJ€ UX pa3felsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3periaercs MpOBOAUTH omnepauuu 0e3 uAeHTU(UKAIMK TOJb30BaTeNs, a B
HEAaHOHMMHBIX WACHTHU(UKAIINS MOIb30BATENS ABISETCS 0053aTEIbHOM.

Taxxe crienyer pa3niuyaTrh SJIEKTPOHHBbIE (HUATHbIE IEHBIU (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U JIEKTPOHHbIE HE(UATHBIE AEHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 O€30MaCHOM paboTe C INEKTPOHHBIMU JEHbIAMU:

1. IpuBspku K cueTy MOOWJIBHBIN Terae@oH. DTO caMblil yIOoOHBINH M OBICTPBIA crOco0
BOCCTaHOBUTH JOCTYH K cueTy. llpuBsizaHHbI TenedoH IMOMOXKET, eciu 3alylemb CBOM
IJIATEeKHBIN MapoJib WK 3aielIb HAa CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Wcnonb3yit ogHOpa3zoBbie napoiu. [locie mepexosa Ha yCUIICHHYIO aBTOPH3AIMIO TeOe
yKe He OYJIeT yrposkaTh OMACHOCTh KPAaXKU WM NIepexBaTta MaTeKHOTo HapoJis;

3. Beibepu crioxHbIN naposk. [Ipectymaukam Oyner He TPOCTO yraiaTh CIOKHBIN MMapoJib.
Hagnexxuble maposu - 3TO mapojiu, KOTOpble cofepkaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTpPOYHbIE U TPONUCHBbIE OYKBbI, HU(PHI U HECKOJBKO CHUMBOJIOB, TaKM€ Kak 3HaK J0Julapa,
¢dyHTa, BOCKIMIATEeIbHBIN 3HAK | T.1I. Hammpumep, $tRONQ!;;

4. He BBOM CBOM JIMYHBIC JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICILIb.
JIEKTPOHHAA MOYTA

DNEeKTpPOHHAs MOYTa - 3TO TEXHOJIOTUS M MPENOCTaBIsieMble €0 YCIYTU MO MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE pacHpeleisiioTCd B KOMIBIOTEPHOM CETH.
OOBIYHO ANEKTPOHHBIN IMOYTOBBIN SIIITUAK BBITJISIIUT CJIEYIOIIUM o0Opazom:
UMs_TIONIB30BaTENI(@UMs_TOMEeHa. Takke KpoMme TMepelayd MpPOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTH TiepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI IO O€30MacHOM paboTe ¢ 3JEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh mpaBWIIBHBIA MOYTOBBINA cepBHC. B MHTepHETEe ecThb OrpOMHBIN BHIOOP
OecrulaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HAEIllb U KTO MEPBHIA B
pEUTHUHrE;

2. He ykaspiBail B nuM4HOI mouTe JM4Hyl0 UHpopmaimioo. Hampumep, mydie BbIOpaTh
"My3bIKaIbHbIN _(haHaT@" unu "pok2013" BMecTo "Temal3";



3. Ucnonp3yil NBYX3TaMHYIO aBTOPU3AIMIO. JTO KOTJa MOMUMO MapoJisi HY>KHO BBOJHUTH
KOJI, MpUchIIaeMbli 1o SMS;

4. BwiOepu cHOXHBIA Mapoib. ISl KakIOro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HAJIC)KHBIM, YCTOWUMBBINA K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOJKHOCTH HAIMCAaTh CaMOMY CBOWM JIMYHBIM BOINPOC, HCIOJIB3YH OTY
BO3MOKHOCTb;

6. Hcronb3yil HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBhlli Ui YacTHOM HEpPENUCKU C
ajzipecaTaMi, KOTOPbIM Thbl JOBEpsAELIb. JTO 3JIEKTPOHHBIM agpec HEe HaJ0 HCIOJIb30BATH NPU
peructpanuu Ha GopyMmax U cairax;

7. He oTkpbiBaii (haiisiel v Ipyrue BIOKEHUS B MUChMAaX, J1a)K€ €CJIU OHU MPHIILTNA OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (Paiiiibr;

8. Ilociie okoHUaHUs PabOTHI HA IMMOYTOBOM CEpPBHUCE TEepe/ 3aKPHITHEM BKIIAJKH C CAHTOM
He 3a0y/b HakaTh Ha "BoiiiT".

KuOepOy/uIMHT WK BUPTyaJibHOE U3/1€BATEIbCTBO

KubepOynnunr - mpecienoBanne COOOIIEHUSIMH, COICPKAITUMH OCKOPOJICHHS, arpecCHIo,
3aIlyTMBaHKE; XYJIUTAHCTBO; CONMAIbHOE OOMKOTHPOBAHHE C TIOMOMIBIO PA3TUYHBIX HHTCPHET-
CEpBHUCOB.

OcCHOBHBIE COBETHI 10 OOPHOE C KHOEPOYIITUHTOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: mocoBeTOBaTHCS KakK ce€0sl BECTH U, €CIU HET TOTO,
K KOMYy MOXHO OOpaTuThCs, TO BHa4alle YCHOKOWUThCSA. Ecim Tl HayHemb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJIBKO eI1ie O0JIBIIIE Pa30XOKEIIh KOH(IIHKT;

2. YrpaBiisiii cBoei KuOeppenyTaiuei;

3. AHOHMMHOCTH B CETH MHHMas. CyH_IeCTBYI-OT CII0COOBI BBISICHUTB, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyAUTaHCKH 00pa3 BUPTyalibHOHW >ku3HHU. HTepHET (ukcupyer Bce
TBOU JCWCTBUA U COXPaHSET UX. Y AaTUTh UX OYyAET KpallHe 3aTpYyAHUTEIHHO;

5. CoGumro1aii CBOIO BUPTYAJIbHYIO YECTh CMOJIOJLY;

6. Urnopupyii enuHuyHblid HeratuB. OHOpPA30Bble OCKOPOUTENBbHBIE COOOIIECHUS JTydllle
urHopupoBaTh. OOBIUHO arpeccus MPeKpalaeTcsi Ha Ha4aaIbHOUM CTaANu;

7. ban arpeccopa. B nporpammax 00OMEHa MIHOBEHHBIMHU COO6H_ICHI/IHMI/I, B COIIMAJIbHBIX
CCTAX €CTh BO3MOXHOCTD 6J'IOI(I/Ip0BKI/I OTIIpaBKH COO6H.[€HPII>1 C OIIPCACIICHHBIX aIpECOB;

8. Ecmu Tl cBugerens KubOepOymuinHra. TBoM JAEHCTBHS: BBICTYHIHTb THPOTHUB
IpecieaoBarens, MoKa3arb €My, 4TO €ro JEHCTBUS OLIEHHMBAIOTCA HEraTWBHO, IOJJEPKATh
KEpTBY, KOTOpPOH HYKHA IICUXOJIOTUYECKas IOMOIIb, COOOIIUTh B3pOCIBIM O (hakTe
arpecCUBHOIO MOBEJECHUS B CETH.

MoOubHbIii TesaedoH



CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETHI COJIEPXKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHA,
U Telepb OHM MOTYT KOHKYPUpPOBAaTh CO CTAllMOHApHBIMU KommbroTepamu. OJIHAKO, CPEICTB
3alIUTHI I OJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TecTHpOBaHHE M MOUCK YA3BUMOCTEH B
HUX TPOMCXOJIUT HE TaKk MHTEeHCUBHO, Kak a1 IIK, To ke camoe kacaercss U MOOMIIBHBIX
MIPUIIOKEHUHN.

CoBpeMeHHbIE MOOHMIIbHBIE Opay3epbl yXKe MPaKTHYECKH JOTHAIM HACTOJIbHBIC aHAJIOTH,
OJTHAKO pacmmpeHue (yHKIHOHANa BJIE€YET 3a COOOH OOJBIIYIO CIIOKHOCTH W MEHBIIYIO
3aIIMIIEHHOCTD.

Jlaneko He Bce MPOU3BOJIUTENM BBIMYCKAIOT OOHOBIICHMS], 3aKPBIBAIOIINE KPUTHUUECKHE
YSA3BUMOCTH ISl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIJIs1 6€30MaCHOCTH MOOMIIBHOTO TeleoHa:

Huuero nHe siBnsercs mo-HacrosiieMy OecrimaTHBIM. Byas ocToposkeH, Beab Korga Tede
MpeiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO IJIATHBIE YCIIYTH;

Jymaii, mpexae geM otinpaButh SMS, ¢oto wim Bujieo. Thl TOUHO 3HACIII, T/Ie OHU OYIyT
B KOHEYHOM UTOTE?

Heo6xommumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsl MOOMJIBHBIX Telle()OHOB;

He 3arpyxaii mpuioxeHHs: OT HEM3BECTHOTO HMCTOYHMKA, BEllb OHM MOTYT COJEpXKaTh
BpPEJOHOCHOE IIPOTPaMMHOE 00eCIIeUeHHE;

[Tocne TOoro kak THI BBIMACIIb C caiiTa, TAe BBOJAWJ JMYHYIO HH(POPMAIHIO, 3aiId B
HACTpO¥KH Opay3epa u yaanu COoKies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKH€ IUIaTHBIC YCIYI'H aKTUBUPOBAHBI HA TBOEM HOMEPE,

[[aBaﬁ [9:70) HOMCDp MOOMJILHOTO Teﬂe(bOHa TOJIBKO JIFOAAM, KOTOPBIX Thl 3HACIHIb U KOMY
JOBEPSACIID,

Bluetooth momken ObITH BBIKIIIOYEH, KOTJAa Thl MM HE MMOJb3yelibcs. He 3a0biBaii mHOTIA
MIPOBEPSATH ATO.

Online urpoi

COBpeMeHHHC OHHaﬁH'HrpBI - O9TO KpaCOYHBIC, 3aXBATbIBAKOIIUC Pa3BJICUCHUA,
O6’LCI[I/IH5IIOH_II/IG COTHHU TbICAY YCJIIOBCK II0O BCEMY MHPY. HI‘pOKI/I HUCCIICAYIOT JAHHBIM UM MHuUp,
O6H_[aIOTC$[ Apyr € APYroMm, BBIIIOJHAOT 3aJdaHUs, CPAKAOTCA C MOHCTPaMU U MOJTYYArOT OIIBIT.
3a YAOBOJILCTBUEC OHHU IUIATAT: IOKYIIAOT AUCK, OIIAYUBAIOT a0OHEMEHT HWIIU an/I06peTa10T
KaKucC-TO OIIIHH.

Bce »tM cpenctBa uMIyT Ha TOJJIEp)KaHHME M pa3BUTHE UIPBl, a TaKkKe Ha caMmy
0€30MaCHOCTb: COBEPIIEHCTBYIOTCS CHCTEMBbl aBTOPU3ALlMH, BBIITYCKAIOTCS HOBBIE MaT4U
(umndpoBbIe 3amIaTky i IPOrpaMM), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HLIX HUrpax CTOUT OIlacaTbCd HE CTOJIbBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaxXu
TBOCTO IMapoJis, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3aAlITUN OOJIBIIIMHCTBA urp.



OCHOBHBIE COBETHI 110 OE30ITACHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Eciiu npyroit urpok BeneT cedsl II0XO WM CO3/1aeT TeOe HEMpPUSTHOCTH, 3a0JI0OKUpYH
€ro B CITUCKE UI'POKOB;

2. Ioxamyiicss aIMUHUCTPATOPaM UIPhl Ha IJIOXO0E MOBEIECHUE STOr0 UTPOKA, HKEJIATEIbHO
MIPUJIOKUTH KAKHE-TO J10Ka3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3piBaii THuHYI0 HHPOPMALUIO B TIpoQaiiyie Urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIMagbHbIE TATYA U MOJIBL;

6. Ucrnonib3yil ClIO’KHBIE U pa3HbIE MapoJIy;

7. Jlaxxe BO BpeMs WIpbl HE CTOMT OTKIKOYAaTh aHTUBHpyC. Iloka Tel Wrpaemsb, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIUHT WA Kpaka JUYHbIX JaHHbIX

OObIYHON Kpakel JeHer U JIOKyMEHTOB CEroJHSl YK€ HUKOro He YyIUBUIIb, HO C
pa3BUTHEM HHTEPHET-TEXHOJOTHMA 3JOYMBIIUICHHUKHA II€PEMECTHIINCh B HWHTEPHET, M
MPOIOJDKAIOT 3aHUMATHCS "TTIOOUMBIM' JIeTIOM.

Tak mosiBUIaCh HOBast yrpo3a: WHTEPHET-MOIICHHMYECTBA WJIM (DUIIMHT, TJIABHAS ICITh
KOTOPOTO COCTOHT B TIOJyYeHHH KOH(DUIACHIHATBHBIX JAHHBIX MOJIB30BaTEIeH - JIOTHHOB M
naposteii. Ha anrmuiickom si3bike phishing unraercs kak ¢umuar (ot fishing - peionas goBms,
password - mapoJis).

OCHOBHBIE COBETHI 10 OOPHOE C PUITMHTOM:

1. CJ'IGI[I/I 3da CBOMM aKKayHTOM. Ecmu T IIoJ03pEBacilb, YTO TBOA AaHKETA Obu1a B3JIOMaHa,
TO HeO6XOI[I/IMO 3&6HOKHpOBaTb cc u COO6H_[I/ITB AIMHUHUCTpATOpaM pecypca 00 5TOM KaK MOKHO
CKOpEC;

2. HCHOHLSYﬁ 0e301acHbIe Be6-caI>'ITLI, B TOM 4YHCJIC, HHTCPHCT-MArasmHOB U IIOUCKOBBIX
CHUCTEM,

3. Wcnonp3yii clokHBIE U pa3Hble mapoiu. Takum obOpa3zom, ecid TeOs B3JIOMAIOT, TO
3II0YMBIIIJICHHUKY TOIY4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu tebs B3JIOMaJIH, TO H606X0)II/IMO OpeaAynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
,[[O6aBJ'ICHI>I y TeOs B APY3biX, O TOM, YTO TeOs B3J10MAaJIH ", BOBMO>XHO, OT TBOCIrO KMCHH 6y,[[eT
pacCblIaTbCA CIIaM U CCBLJIKU Ha (1)I/IH_II/IH1"OBI:>IC CaﬁTLI;

5. YcranoBu HazexHbIi napossb (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe Maposis B Opaysepe;

7. He oTkpsiBaii (aiinel U qpyrue BIOKEHUS B MUCbMaX, 1a)e €CIIM OHH MPUIILTH OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPaBIsUIA T OHU TeOe 3Tu (paiiibl.

Hudposas penyrauus



Hudposas pemyramusi - 3TO HEraTUBHAs WM MO3UTHBHAsA HWH(GOpMAIMs B ceTH O Tebe.
Komnpomerupyromas nHbopmanus, pasMelleHHas B HHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHOU Xu3HU. "Lludposas pemyranus” - 3T0 TBOH UMHJIK, KOTOPBINA
¢bopmupyercst u3 napopMarum o Tede B UHTEPHETE.

TBoe MecTo KHUTeNbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, 0COOEHHOCTH XapaKkTepa u
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICIIEHHO OTHOCATCA K MyOJMKalUK JMYHOM MH(pOpMaluu B
WuTepHere, HE MOHMMAas BO3MOXKHBIX MOCHEeACTBUM. Thl 1a)ke HE CMOXKEIIb JI0rajaTbCsi O TOM,
yto (oTorpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla IPUYMHON 0TKa3a NPUHATH TeOs Ha paloTy.

KommeHnTapuu, pa3menienue 1Boux Gotorpaduii 1 1pyrue AeMcTBUs MOTYT HE UCUE3HYTh
Jla’ke MOCJIe TOro, KaK Thl UX yJalulIb. Thl HE 3HAEIIb, KTO COXPaHMWII 3Ty HH(OpPMaIHIO, 1omnaa
JU OHa B TOUCKOBBIE CHUCTEMBl M COXpaHWJIACh JIM OHA, a IJIABHOE: YTO IMOAYMAlT O Tebe
OKpY’KaIolllie JIFOJU, KOTOpble HalayT u yBUIAT 3To. Haiitu nH(OpManuo MHOTO JIET CIYCTS
CMOJXET JI000H - Kak W3 J0OphIX MOOYXACHWH, TaK U C HaMEpeHHeM MPUYUHUTH Bpea. JTO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON peryTaluu:

1. [oxymaii, mpexxie 4yeM 4YTO-TO MyOJMKOBAaTh U TepefaBaTh y cebs B Ojore wiu B
COILIMAJILHOM CEeTH;

2. B nacrpoiikax mpoduiis yCTaHOBH OTpaHUYCHHS HA MPOCMOTP TBOETO MPOGHIISL U €ro
COAEP)KMUMOTO, CIIeTal €ro TOJbKO "yst apy3en';

3. He pasmemaii 1 He yka3biBaii MH(POpMAIIUIO, KOTOpas MOXKET KOro-Ju0o OCKOpOJISIThH
WU OOMIKATh.

ABTOpCKOE IPaBo

COBpeMeHHHe HIKOJIbBHUKH - aKTHBHBIC I10JIb30BaTCIN I_[I/I(prBOFO MMpOCTPAHCTBA. O,I[HaKO
JaJICKO HC BCC 3HAIOT, YTO IIOJB30BAHMC MHOTMMH BO3MOXHOCTSIMH I_II/I(i)pOBOl"O MHUpa Tpe6yeT
CO6J'IIOI[€HI/I5I IIpaB Ha UHTCIUICKTYaJIbHYIO COOCTBEHHOCTb.

TepMI/IH "I/IHTeJ'IJ'IeKTyaJ'IbHaH COOCTBEHHOCTL" OTHOCHUTCSA K pas3iIMdHbIM TBOPCHUAM
YCJIOBCUCCKOI'0 yMa, Ha4MHasA € HOBBIX H306p€TeHI/II71 1 3HAKOB, 0603Haqa}01u1/1x COOCTBEHHOCTD
Ha TPOAYKTbBI M YCIYIH, W 3adKaHYMBAad KHUI'AMU, Q)OTOFpaq)HHMI/I, KI/IHO(I)I/IJ'ILMaMI/I n
MY3bIKaJIbHBIMU IMTPOU3BCACHUSAMU.

ABTOpCKI/Ie paBa - 3TO IpaBa HAa UHTCIJICKTYAJIbHYIO COOCTBEHHOCTh Ha MIPOU3BCACHUSA
HAaYKH, JIUTCPATYpPbl 1 UCKYCCTBA. ABTOpCKI/Ie IIpaBa BBICTYIIAOT B KAYE€CTBE I'apaHTUH TOTO, YTO
I/IHTeHHeKTyaﬂbeIﬁ/TBopquKHﬁ TpyA aBTOpa HE 6y,[[eT HaIlpaCHbIM, OAaCT €MY CHPAaBCIJIMBBIC
BO3MOXHOCTH 38.p3.60TaTB Ha pE3yJibTaTax CBOCIro Tpyaa, MOJYYHUTb U3BECTHOCTb U NPU3HAHHUC.
Huxkro 6e3 pa3pcuicHust aBTopa HE MOKET BOCIIPONU3BOJUTD €0 INPOU3BCACHUC, PACTIPOCTPAHATD,
HY6J'II/ILIHO ACMOHCTpUPOBATh, IIPOAaBaTb, UMIOPTUPOBATHL, ITYCKATb B IIPOKAT, HY6J'II/I‘IHO
HUCIIOJIHATD, MMOKa3bIBATh/UCIIOJIHATH B B(I)I/Ipe HJIK pasMClIaTh B I/IHTepHCTC.

Hcnons3oBanue "I'II/IpaTCKOI"O" nporpaMMHOro o0ecIieueHHsT MOXKET MMPUBCCTH K MHOI'MM
pUCKaM: OT MOTCPU HAHHBIX K TBOHUM dKKayHTaM [0 6HOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rac
YCTAHOBJICHA HCJICTAJIbHAs IMMporpamMmma. He crout taxxke 3a6LIBaTB, YTO CYHICCTBYIOT JICTAJIBHBIC
u OecILIaTHbIE mporpamMmanl, KOTOPbIC MOKHO HaWTH B CETHU.



O noprasue

CereBnuok.p) - TBOH TJaBHBI COBETYMK B CETH. 31€Ch THl MOJXKEIIb Y3HATh O
0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPH BO3HUKHOBEHUH KPUTUYECKOMN
CHTyallul OOpaTUTHCS 32 COBETOM. A TaKKe MPUHATh Y4acTHE B KOHKypCax M CTaTh CaMbIM
U(GPOBBIM TPAKIAHUHOM !
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